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Comodo EPKI Manager

Instant security for your web operations, internal networks and employee’s email

The EPKI Manager provides instant security for your web
operations, internal networks and employee’'s email,
giving you full access to an outsourced Certificate
Authority platform for all your digital certificate
requirements.

When considering the implementation options for a digital
certificate solution, you will make the choice to opt for an
in-house PKI model, or a fully managed outsourced
model. Following the in-house option will see enormous
costs in time, management, legal fees, development and
operational costs. To avoid such barriers for the
widespread use of Certificates within an organization,
Comodo has developed the enterprise class EPKI
Manager - a web based console used to interface with the
Comodo Certificate Authority.

e Easy to use web based console
¢ Issue high quality, fully trusted SSL Certificates

e Issue Corporate Secure Email Certificates quickly
to employees and partners

e Create / manage "sub users" and assign specific
issuance and reporting permissions to your users

e Gain savings on standard Certificate buy prices
¢ No extra software / hardware required

e Open an EPKI Manager account in minutes

e Full reporting / Certificate management

With the EPKI, there is no need to invest in expensive
hardware, software, expertise and Certification Authority
management associated with providing your own
certificate solutions. The EPKI Manager allows you to
issue Certificates for use within your intranets, extranets,
and websites or employees email clients. Comodo
already provides industry-leading prices for Certificates;
however the EPKI Manager provides even greater
discounts on all Certificates.

Organizations opting for the EPKI Manager can benefit
from the convenience of having their nominated EPKI
Manager Administrator(s) manage all the company's
Certificates from a central web based console. The User
Management facility allows the Administrator to create
new sub-users for the EPKI Manager, each with granular
permissions for issuance, revocation and reporting -
allowing the enterprise to operate a distributed EPKI
without the compromise of security for critical
applications.

Additional certificates may be purchased through the
console in minutes, ensuring new web servers,
employees or internal resources may be secured in
minutes rather than days.

Secure your enterprise intranets, extranets &
websites

SSL Certificates are the industry standard technology
used to secure communications between browsers and
web servers, whether it via the Internet or internally
through intranet or extranets. Some organizations will
require multiple SSL Certificates to secure multiple
servers, spanning intranets, extranets, web server
operations and load balancing. To meet the needs of
your organization, the EPKI Manager allows you to
procure SSL Certificates on demand.

Secure your enterprise email

The need for email to be secure, confidential and
integral is a growing concern for almost every
organization. Comodo Corporate Secure Email
Certificates address this critical problem and provide
the ability to secure and digitally sign email and
attachments using any popular mail client. The EPKI
Manager provides convenient and secure access to
your own web-based console to administer your
Corporate Secure Email Certificates to employees and
partners

Assure customers and partners of your identity

Assuring customers of your identity is an essential
factor for successful online business. Certificates
issued through the EPKI Manager help assure
customers of your online and email identity, leading to
a higher confidence in who you are. Through the user-
friendly interface you can issue digital certificates to
web servers, internal servers, employees and partners,
certificates that in turn represent the identities and
credentials of their owner. The EPKI Manager helps
you achieve trust and confidence within an
environment where trust and confidence is essential
yet currently unavailable.

Fully Managed CA Operations
Comodo operate the backend Certification Authority

used to issue the SSL and Corporate Secure Email
Certificates, including high availability secure

redundant server systems, high speed FIPS 140-1
Level 4 signing devices, backup and customer support.
All Certificates issued through the EPKI Manager are
fully supported by Comodo’s industry leading customer
support department.
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Benefits
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Manage your enterprises entire Certificate TS0 S e g 00 e
requirements

SSL Certificates for websites, intranets and extranets.
Corporate Secure Email Certificates for S/MIME
compliant mail clients

Issue your own Certificates cost effectively

There is no need to invest in expensive hardware,
software, expertise and Certification  Authority
management associated with providing your own
certificate solutions. The EPKI Manager allows you to
issue Certificates for use within your intranets,
extranets, websites or employees email clients
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No set up fee is required and you can be up and
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Granular EPKI Manager User Management

The EPKI Manager Administrator can add new users to o B

the EPKI account, each with their own access control S S -
details and permissions. New users can have issuance . T R
abilities for SSL Certificate and / or Corporate Secure e WAty i

Email Certificates, access to money management
facilities and access to global or local reporting
facilities. This feature allows the EPKI Manager to be
accessed by additional enterprise personnel, and
permissions assigned accordingly.

Save money on your security requirements

Comodo already provides industry-leading prices for App'SySqL“;"k'yfor

. our or your
Certificates. Through the EPKI Manager you can take Y Y

. o web servers and

advantage of further discounts on Comodo digital Corporate Secure

certificates. Multiple Certificate requirements for Email Certificates

distributed systems and personnel, as well as load
balancing requirements, can be fulfilled quickly, easily
and cost effectively.

EPKI Manager Comodo powers your security solutions.
We provide the utility for you to fulfil your security
= Web based interface requirements
= High availability 24/7 system
=  Sub user creation and management The Comodo Value Promise:
= Sub user certificate issuance, reporting and financial To provide our customers with products and services
management permission assigning that are unmatched in technology and cost
= 128 bit industry standard SSL & S/MIME certificates effectiveness

= Immediate issuance

= 99.3% browser ubiquity

= Standard, Intranet or Wildcard SSL Certificates
available

= Corporate Secure Email Certificates available

=  Full reporting facilities




C:0-M-0-D-0

Creating

About Comodo

Comodo is a leading global provider of Identity and Trust Assurance services on the Internet, with over 200,000
customers worldwide. Headquartered in Jersey City, NJ with global offices in the UK, Ukraine and India, the company
offers businesses and consumers the intelligent security, authentication and assurance services necessary to ensure
trust in online transactions.

As a leading Certification Authority, and in combination with the Digital Trust Lab (DTL), Comodo helps enterprises
address digital ecommerce and infrastructure needs with reliable, third generation solutions that improve customer
relationships, enhance customer trust and create efficiencies across digital ecommerce operations. Comodo’s solutions
include SSL certificates, integrated Web hosting management solutions, web content authentication, infrastructure
services, digital e-commerce services, digital certification, identity assurance, customer privacy and vulnerability
management solutions.

For additional information on Comodo — Creating Trust Online ™, please visit www.comodo.com

Comodo
us

525 Washington Blvd.,
Jersey City, NJ 07310

Tel: +1.888.COMODO.1
email: sales@comodo.com

UK

3rd Floor, Office Village,
Exchange Quay, Trafford Road,
Salford, Manchester M5 3EQ,
United Kingdom.

Tel Sales: +44 (0) 161 874 7070

www.comodo.com




